HEREFORDSHIRE, LUDLOW AND NORTH SHROPSHIRE COLLEGE

Job Description and Person Specification

POST TITLE:		Head of ICT and Data Services

RESPONSIBLE TO:	Director of Finance

RESPONSIBLE FOR:	ICT infrastructure and services, systems data development and reporting, and to act as Deputy Data Protection Officer
			
SUMMARY OF POST

To provide strategic and operational management of the College’s ICT and Data Services; ensuring the delivery of robust, secure, reliable and innovative digital infrastructure.  The role provides technical leadership, architectural oversight and hands-on guidance across network, server, cloud and application environments.  The role oversees system development, MIS optimisation, data reporting and cyber-security to support teaching, learning and business operations, including the deployment and support of ILT technologies and digital learning platforms.  The post holder will also act as Deputy Data Protection Officer (DPO), supporting compliance with UK GDPR and data protection legislation.

MAIN DUTIES AND RESPONSIBILITIES

This job description is not intended to be a full account of all aspects of the post.  A flexible approach to the duties and responsibilities outlined below is expected.

· Develop and implement ICT and Data policies and procedures aligned with the College’s strategic priorities and legislative requirements.

· Lead continuous improvement across ICT and Data services to ensure systems are secure, accessible, efficient and supportive of the digital learning and support environments

· Maintain up-to-date knowledge of sector developments and represent the College in relevant networks and forums.

· Provide technical assurance and architectural governance across all ICT and Data Services, advising on best use of resources and opportunities to increase efficiency and effectiveness.

· Be fraud aware and ensure the maximum reasonable integrity and security of the College’s networks and systems, maintaining compliance with cyber security and other legal obligations.

IT Services

· Oversee the design, maintenance and enhancement of the College’s IT infrastructure to ensure it is secure, resilient and high-performing with clear technical oversight of core systems and networks.

· Lead IT backup, disaster recovery and business continuity planning to ensure resilient, well-tested arrangements that safeguard critical services.

· Set the College’s IT architecture and technical direction, guiding system design, integration and technology choices at an appropriate strategic and practical level.

· Ensure effective cyber-security practices, information governance and compliance with regulatory and sector standards, including routine monitoring of risks and vulnerabilities.

· Lead the delivery of major IT projects, ensuring strategic alignment, and delivery on time and within budget.

· Managed planned maintenance schedules to minimise downtime and protect service continuity.

· Oversee IT asset management, including procurement, inventory control and lifecycle replacement.

· Manage contracted ICT services and tenders to maintain service quality and value for money.

· Provide for the development and implementation of ILT technologies to enhance teaching, learning and student experience, ensuring appropriate technical capability and support.

Data Services

· Ensure data security and effective access control practices, maintaining rigorous information governance and protecting the integrity of College data, including basic technical assurance or user roles and data flows.

· Oversee development and optimisation of MIS (Tribal EBS) workflows, customisation and reporting to support curriculum planning, funding compliance and organisation performance.

· Ensure effective integrations between EBS and external systems, including APIs and third-party applications with appropriate technical oversight.

· Translate business requirements into secure, scalable systems solutions including custom web applications and enhance business processes.

· Lead the development and delivery of business intelligence dashboards for College KPIs.

· Ensure that data reports, designs and development outputs are fully documented, tested, reviewed and maintained.

· Oversee documentation of source code, maintenance notes and internal code commentary.

· Support the development of responsive interfaces for staff, students and external partners, to clearly communicating complex technical concepts.

· Monitor emerging technologies, product developments and FE sector regulatory changes to keep solutions relevant and compliant.

Data Protection – Deputy DP Officer

· Support the Data Protection Officer (DPO) by assisting with policy development, breach investigations, DPIAs and staff training, ensuring that all requirements associated with Data Protection are fully met.

· Assist in ensuring that the College is GDPR compliant with related policies and practices and identify areas of risk.

· Communicate and support staff training on the College’s GDPR responsibilities to all staff and assist the DPO in assessing breaches occur and preparing reports to the ICO when appropriate.

· Report on GDPR compliance to the College Management Team (CMT) and Governors as required.

General Management

· Provide strategic leadership and strong, pro-active line management of the ICT and Data Services Team, ensuring clear objectives, high performance and a culture of continuous improvement.

· Leads, mentors and develops IT and data staff, fostering a collaborative and customer-focused service aligned to College priorities.

· Provide regular reports for the College Management Team to ensure that fully up to date information is disseminated regarding ICT and Data Services.

· Effectively and directly manage members of the team and participate in ongoing personal development.

· Ensure that the College’s financial regulations and procedures are fully adhered to by all direct and indirect reports and manage within the allocated budget.

· Ensure that all staff reporting to you are made fully aware of their duties in relation to safeguarding, child protection, Prevent responsibilities and Health and Safety issues and that College policy is properly applied.

· Champion equality, diversity and inclusion by ensuring compliance with the College’s policies, maintaining a non-discriminatory environment and making sure all staff in your area are trained and aware of their responsibilities.

· Participate in ongoing personal development as a full member of the Operational Management Team

· Participate in the college’s appraisal system

· Carry out any other duties as reasonably required within the scope of the post.


PERSON SPECIFICATION

	
	Essential
	Desirable

	Qualifications
	· Degree level qualification or equivalent in a relevant discipline
	· Accredited training and development Microsoft Certification MCSA / MTA on SQL server


	Knowledge and Experience
	· Minimum 3 years’ experience working with diverse IT systems eg, Microsoft O365, Active Directory, networking, SQL, EBS.
· Working knowledge of appropriate legislation, including GDPR
· Excellent customer care and interpersonal skills with an ability to respond appropriately to all customers whether they be senior staff or students
· Good organisational and time management skills, and an ability to work under pressure
· Experience in hardware and software procurement and licencing 
· Ability to use appropriate IT packages and strong IT literacy
· Full UK driving licence

	· Recent and relevant experience in an FE establishment
· Management of IT and / or Data Services
· Experience of project management
· Experience of management of a helpdesk
· Familiarity with educational software
· Experience with cloud and in-house server environments


	Skills and Qualities
	· A strong commitment to the success of the College
· Ability to plan and priorities own work
· Vision and enthusiasm for the future of the service
· Strong interpersonal skills
· Excellent written and oral communication skills.
· The ability to represent the College in the external community
· A commitment and ability to ensure and improve the financial viability and success of the service which will involve proposing and taking specific and decisive actions 
· A commitment to providing excellent services for a wide range of students including young people with severe learning needs and adults on professional courses 
· Sound organisational and administrative skills.
· A good level of computer literacy

· The ability to resolve effectively, operational challenges and difficulties which will require a proactive and flexible approach to management.
· The ability to work and achieve results under pressure and at pace.
· The ability to work effectively as a key member of a team, develop effective working relationships with colleagues, and abide by majority decisions.
· A commitment to adhere to all college policies and procedures, and work to corporate College standards.
· The ability to inspire and motivate others to succeed.
· Excellent people management skills, including the ability and willingness to congratulate and reward success and confront and resolve poor performance or misconduct.

	· A track record of the development of successful partnerships with external organisations
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